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Nmap Network Scanning is the official guide to the Nmap Security Scanner, a free and open source

utility used by millions of people for network discovery, administration, and security auditing. From

explaining port scanning basics for novices to detailing low-level packet crafting methods used by

advanced hackers, this book by Nmap's original author suits all levels of security and networking

professionals. The reference guide documents every Nmap feature and option, while the remainder

demonstrates how to apply them to quickly solve real-world tasks. Examples and diagrams show

actual communication on the wire. Topics include subverting firewalls and intrusion detection

systems, optimizing Nmap performance, and automating common networking tasks with the Nmap

Scripting Engine. Visit http://nmap.org/book for more information and sample chapters.
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Earlier this year Fyodor sent me a pre-publication review copy of his new self-published book, Nmap

Network Scanning (NNS). I had heard of Fyodor's book when I wrote my 3 star review of Nmap in

the Enterprise in June, but I wasn't consciously considering what could be in Fyodor's version

compared to the Syngress title. Although the copy I read was labelled "Pre-Release Beta Version," I

was very impressed by this book. Now that I have the final copy (available from ) in my hands, I am

really pleased with the product. In short, if you are looking for *the* book on Nmap, the search is

over: NNS is a winner.I've reviewed dedicated "tool" books before, including titles about Snort,

Nessus, and Nagios. NNS dives into the internals of Nmap unlike any other title I've read. Without



Nmap author Fyodor as the author, I think any competitor would need to have thoroughly read the

source code of the application to have a chance at duplicating the level of detail Fyodor includes in

NNS.Instead of just describing how to use Nmap, Fyodor explains how Nmap works. Going even

further, he describes the algorithms used to implement various tests, and why he chose those

approaches. The "Idle Scan Implementation Algorithsm" section in Ch 5 is a great example of this

sort of material. I will probably just refer students of my TCP/IP Weapons School class to this part of

NNS when we discuss the technique!One of the best parts of NNS, mentioned but explained in no

other text, is the Nmap Scripting Engine (NSE). Ch 9 is all about NSE, with a brief intro to Lua and

excellent documentation of using and building upon NSE. Beyond this groundbreaking material

readers will find many examples of Nmap case studies from users.

The 1962 song Wipe Out, with its energetic drum solo started, was the impetus for many people to

take up playing the drums. Similarly, Nmap, the legendary network scanner, likely interested many

in the art of hacking, and for some, started a career for security professionals and hackers. Nmap

and its creator Fyodor need no introduction to anyone on Slashdot. With that, Nmap Network

Scanning: The Official Nmap Project Guide to Network Discovery and Security Scanning, is a most

useful guide to anyone interested in fully utilizing Nmap.One may ask, why spend $50 on this book,

when the Nmap Reference Guide provides a significant amount of the basic information needed to

use the tool, especially since the reference guide is both free, and well written. The reference guide

is included in the book in chapter 15, and takes up 41 pages. And for those that are cash strapped,

the free reference guide is the way to go.In addition, the web site for the book notes that about half

of the content is available in the free online edition. The most useful information is in the book in

chapters exclusive to the print edition, which includes Detecting and Subverting Firewalls and

Intrusion Detection System, Optimizing Nmap Performance, Port Scanning Techniques and

Algorithms, Host Discovery, and troubleshooting.The main benefit of the buying the book is that it

has the collected wisdom of Fyodor's, in addition to numerous real-world scenarios, and Nmap

commands not documented elsewhere. At over 400 pages, the books 15 chapters provide the

reader with everything they need to know about using Nmap to the fullest.Chapter 1 starts with an

overview of the history of Nmap and how it came to be.

I could summarize this book review by saying this is THE nmap reference book, what in itself would

be an obvious conclusion I already expected before reading a single page, just by looking at the

author name. Fyodor is the creator of nmap, a tool he has carefully fed and taken care of during all



these years, and slightly knowing him from the Honeynet project, I couldn't expect less."Nmap

Network Scanning" is a masterpiece that teaches the reader the Art of Network Mapping and

Scanning, and definitely, one of the best books I've read in years. Honestly, there are only a few

minor things regarding network scanning you cannot accomplish with a single tool, the current nmap

version. The book takes advantage of it.The official nmap reference guide is simply included on

chapter 15, while the rest of the book steers the reader through the nifty art of network mapping and

scanning. It disects the network scanning phases and techniques, describing the different options

and tool arguments available throughout practical examples and real-world usage tips, here and

there, that will improve all your scanning techniques. This is a never-ending book that took Fyodor 5

years to write, and it clearly spreads his experience testing and analyzing networks. This is specially

true in the "Solution" section at the end of some chapters, where real-world scenarios are efficiently

solved.Additionally, the book clearly pinpoints the limitations for the multiple platforms (eg. Windows

vs Linux) and scenarios (eg. privileged vs non-privileged user) nmap can run on. Besides that, it

summarizes most nmap internals without requiring you to dive deep into the source code, what is a

challenge in itself.
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